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WISP tag

We build RFID-based pervasive systems
WISP tag
Passive, harvests power
Programmable (CPU, memory)
RFID decoding with backscatter
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Laptop, USRP/antenna and software
Speaks EPC Gen 2 RFID
Or roll your own protocol ...

Sensors: 3D accel, light/temp, ...
Available to research community
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Software-defined Reader

See http://wisp.wikispaces.com
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Figure 2: Message exchange for a Query round

number (RN16 ) in their slot. If the reader detects an RN16
in a slot, it ACKs the RN16 and the tag that transmitted it
replies with its 96-bit identifier. Tags that collide in a slot
are not ACKed and respond again after the next Query.
Figure 2 shows a message exchange with only one tag
present. In the example, the reader powers up and transmits a Query message that specifies four slots in the frame.
The first slot immediately follows the Query command, and
is empty in this example. The second reader command is
a QueryRepeat which indicates the beginning of a new slot.
In this case, the tag had chosen the second slot and so it
transmits its RN16 in response to the QueryRepeat. It is
then ACKed by the reader, and transmits its ID. Because
the reader specified four slots in the Query, it sends two
additional QueryRepeats looking for any remaining tags. In
this case, there is only a single tag so the last two slots
are empty. The reader then powers down. This example
illustrates a very simple Gen 2 message exchange and does
not describe every message defined by the protocol. We will
introduce additional messages and examine more complex
scenarios when we look at how the complete MAC is implemented in a commercial reader.
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Figure 3: Monitor system diagram

and signal processing is performed on the host using softw
we’ve developing using the GNU Radio framework. T
overall system architecture is shown in Figure 3. Our m
itoring system is placed close to an RFID reader, and
USRP2 captures the reader transmissions. The digiti
signal is streamed to the host PC over GigE and proces
using both stock and custom GNU Radio signal process
blocks (our custom blocks are shaded in the diagram). T
signal undergoes initial signal processing steps, reader tra
missions are decoded by the Edge Detector and Bit Deco
blocks, and reader traffic is logged. The following subs
tions detail 2
the salient features of these components.

USRP

SYSTEM DESIGN AND EVALUATION

3.1 Capturing RFID Signals

The USRP2 is a more powerful version of the origi
USRP, and has a complex sampling rate of up to 25 MS
This is just sufficient for capturing the entire UHF RF
band. The USRP2 is combined with a daughterboard wh
downconverts signals from the 900 MHz ISM band to ba

Simple scaling for these systems
Goal: scale up to substantial tag and application deployments
• System scaling from decentralized architecture
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• Treat tags as “hosts” running apps that use reader services
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• Treat readers as “routers/APs” providing power and network
service to connect tags and Internet hosts

Figure 2: Example secret handshake/activation
scheme. Both images show the alpha (α) motion performed with the card in front of the reader. In the
left image, numbers indicate sequence of card positions across reader with time. In the right image,
arrows show how the card moves across the reader
with time.

Figure 4: Our prototype WISP RFID system enclosed in a custom plastic box. Wires lead out the
back for debugging and tethered experiments. Box
cover shown at bottom left. Next to it is a standard
HID proximity card.

Figure 3: Example secret handshake/activation
scheme. In this image, we demonstrate the 1.5-wave
gesture.

Gestural interface

age scenario — the user is in possession of an RFID access
card, which he must present to the RFID reader to gain access to a protected resource. In accordance with our design
discussion in Section 3, we performed context detection on
the RFID access card.

Activity recognition
in mock apartment

4.1 WISP Overview
signal processing on the card allows it to only transmit data
when the user explicitly authorizes the transfer through the
correct physical manipulation of the card and requires no
modification of the reader, making it backwards compatible
with current systems. Additionally, there may be instances
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when the tag is able to collect and process accelerometer
data but unable to send it to the reader; for example, RF
interference from other 900 MHz ISM-band devices could
corrupt bits in the communication channel without significantly affecting the power received by the tag. Signal processing on the card is also independent of any reader behavior (except that the reader must be sending some RF energy

In order to meet our design goals of cost effectiveness
and backwards compatibility with existing readers, we explore how to perform authentication context recognition on
a completely passive RFID card. We chose to use the WISP
platform from Intel Research Seattle [27] since it is currently the only passive RFID device that is completely programmable. The WISPs we use combine a Texas Instruments MSP430F1232 16-bit microcontroller (with 8 KB of
Flash and 256 bytes of RAM) with an Analog Devices ADXL330 3-axis, ±3g accelerometer. Currently, the WISPs communicate using the EPC Class 1 Gen 1 standard [23], but
future devices will use the EPC Class 1 Gen 2 standard

RFID Ecosystem
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