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We build RFID-based pervasive systems

WISP tag
• Passive, harvests power

• Programmable (CPU, memory)

• RFID decoding with backscatter

• Sensors: 3D accel, light/temp, ...

• Available to research community

• See http://wisp.wikispaces.com
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Figure 2: Message exchange for a Query round

number (RN16 ) in their slot. If the reader detects an RN16
in a slot, it ACKs the RN16 and the tag that transmitted it
replies with its 96-bit identifier. Tags that collide in a slot
are not ACKed and respond again after the next Query.

Figure 2 shows a message exchange with only one tag
present. In the example, the reader powers up and trans-
mits a Query message that specifies four slots in the frame.
The first slot immediately follows the Query command, and
is empty in this example. The second reader command is
a QueryRepeat which indicates the beginning of a new slot.
In this case, the tag had chosen the second slot and so it
transmits its RN16 in response to the QueryRepeat. It is
then ACKed by the reader, and transmits its ID. Because
the reader specified four slots in the Query, it sends two
additional QueryRepeats looking for any remaining tags. In
this case, there is only a single tag so the last two slots
are empty. The reader then powers down. This example
illustrates a very simple Gen 2 message exchange and does
not describe every message defined by the protocol. We will
introduce additional messages and examine more complex
scenarios when we look at how the complete MAC is imple-
mented in a commercial reader.

3. SYSTEM DESIGN AND EVALUATION
Our monitoring platform aims to provide much of the

functionality of commercially available RFID analysis tools,
but with greater flexibility at a fraction of the price. One
key insight is that commercial RFID analytics solutions are
generally add-on modules to high-end signal analyzers ca-
pable of many gigasamples per second. This is far more
capability than is needed to capture the complete 900 MHz
ISM band.

By using lower end hardware and open source software,
we give researchers a low cost tool for monitoring RFID
tra!c that can be completely modified by the user. While
our monitoring system does not currently provide all the
functionality of commercial systems, the hardware platform
can theoretically support a complete suite of analysis tools.
This includes decoding tag transmissions and messages from
multiple, simultaneously transmitting readers. This would
be useful for studying existing large scale deployments [19].
By releasing our software to the community, we hope that
researchers will continue to build upon our work.

The hardware platform we use is the Universal Software
Radio Peripheral 2 (USRP2) developed by Ettus Research,

Figure 3: Monitor system diagram

and signal processing is performed on the host using software
we’ve developing using the GNU Radio framework. The
overall system architecture is shown in Figure 3. Our mon-
itoring system is placed close to an RFID reader, and the
USRP2 captures the reader transmissions. The digitized
signal is streamed to the host PC over GigE and processed
using both stock and custom GNU Radio signal processing
blocks (our custom blocks are shaded in the diagram). The
signal undergoes initial signal processing steps, reader trans-
missions are decoded by the Edge Detector and Bit Decoder
blocks, and reader tra!c is logged. The following subsec-
tions detail the salient features of these components.

3.1 Capturing RFID Signals
The USRP2 is a more powerful version of the original

USRP, and has a complex sampling rate of up to 25 MS/s.
This is just su!cient for capturing the entire UHF RFID
band. The USRP2 is combined with a daughterboard which
downconverts signals from the 900 MHz ISM band to base-
band, and the baseband signal is sampled and transmitted
over GigE to the host PC.

Though the USRP2 can sustain 25 MS/s over the GigE
interface, GNU Radio cannot process a 25 MS/s signal using
currently available host machines without falling behind and
dropping samples. For example, we were unable to simply
write the signal to disk for o"ine processing, or convert the
stream from complex I/Q data to amplitude data, without
losing large swaths of data.

Without modifying the FPGA code of the USRP2, the
sample rate over the GigE interface can only be reduced via
decimation. Decimation consists of an initial low-pass filter
followed by downsampling to reduce the sample rate. The
low-pass filter is generally needed because simply downsam-
pling a signal results in aliasing, where non-existent low fre-
quency components are introduced into the signal because
the Nyquist rate of the high frequency components is vio-
lated. However, when decimating at the USRP, the low-pass
filter reduces the width of the frequency band and the host
does not receive the complete RFID band.

Because Gen 2 uses amplitude On/O# keying, frequency

Software-defined Reader
• Laptop, USRP/antenna and software

• Speaks EPC Gen 2 RFID

• Or roll your own protocol ...
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Simple scaling for these systems

Goal: scale up to substantial tag and application deployments

• System scaling from decentralized architecture

• Treat tags as “hosts” running apps that use reader services

• Treat readers as “routers/APs” providing power and network 
service to connect tags and Internet hosts

Activity recognition 
in mock apartment 

!

"

#

$

%

Figure 2: Example secret handshake/activation
scheme. Both images show the alpha (!) motion per-
formed with the card in front of the reader. In the
left image, numbers indicate sequence of card posi-
tions across reader with time. In the right image,
arrows show how the card moves across the reader
with time.

Figure 3: Example secret handshake/activation
scheme. In this image, we demonstrate the 1.5-wave
gesture.

signal processing on the card allows it to only transmit data
when the user explicitly authorizes the transfer through the
correct physical manipulation of the card and requires no
modification of the reader, making it backwards compatible
with current systems. Additionally, there may be instances
when the tag is able to collect and process accelerometer
data but unable to send it to the reader; for example, RF
interference from other 900 MHz ISM-band devices could
corrupt bits in the communication channel without signifi-
cantly a!ecting the power received by the tag. Signal pro-
cessing on the card is also independent of any reader behav-
ior (except that the reader must be sending some RF energy
to power the card), so selective forwarding attacks (where
an attacker drops some samples in order to massage a signal
into something a reader might accept) are not possible.

On the other hand, signal processing on the reader has
greater resources. It requires the constant transmission of
accelerometer data by the card. This also means that the
card must encrypt and authenticate the data being sent in
order to prevent easy replay attacks. Furthermore, this lat-
ter approach is not backwards compatible with current sys-
tems. After evaluating these tradeo!s, we decided on an
implementation that is fully contained within the tag or con-
tactless card.

4. IMPLEMENTATION
We implemented a prototype of context-aware communi-

cation and secret handshakes on a passive RFID tag. The
usage model of the system is consistent with the regular us-

Figure 4: Our prototype WISP RFID system en-
closed in a custom plastic box. Wires lead out the
back for debugging and tethered experiments. Box
cover shown at bottom left. Next to it is a standard
HID proximity card.

age scenario — the user is in possession of an RFID access
card, which he must present to the RFID reader to gain ac-
cess to a protected resource. In accordance with our design
discussion in Section 3, we performed context detection on
the RFID access card.

4.1 WISP Overview
In order to meet our design goals of cost e!ectiveness

and backwards compatibility with existing readers, we ex-
plore how to perform authentication context recognition on
a completely passive RFID card. We chose to use the WISP
platform from Intel Research Seattle [27] since it is cur-
rently the only passive RFID device that is completely pro-
grammable. The WISPs we use combine a Texas Instru-
ments MSP430F1232 16-bit microcontroller (with 8 KB of
Flash and 256 bytes of RAM) with an Analog Devices ADXL-
330 3-axis, ±3g accelerometer. Currently, the WISPs com-
municate using the EPC Class 1 Gen 1 standard [23], but
future devices will use the EPC Class 1 Gen 2 standard
[11]. While we acknowledge that EPC Gen 1 is not widely
used in the card form factor, more common near-field pro-
tocols like ISO 14443 can provide even more power, so it
is likely to be even more feasible to implement our tech-
nique with these protocols. For experimentation purposes
and durability, we enclosed the WISP in a plastic box mea-
suring 85.60mm x 53.98mm x 7.5mm. The width and length
match standard ISO 7810 ID-1 size used by most access con-
trol badges. While the box is slightly thicker than the ISO
7810 ID-1 standard, an actual deployment of the WISP in
access badges would come very close to or even match the
standard width. An image of our prototype WISP system
is shown in Figure 4.

4.2 Challenges toWISP-Based Context Detec-
tion

The WISPs have three main constraints: memory, power
consumption and availability, and raw computational ability.

Gestural interface RFID Ecosystem


